IOT (Internet of Things)

The Internet of Things (10T) describes the network of physical objects— “things” —that are
embedded with sensors, software, and other technologies for the purpose of connecting and
exchanging data with other devices and systems over the internet.

Importance of I0T

Over the past few years, IOT has become one of the most important technologies of the 21st
century. Now that we can connect everyday objects—kitchen appliances, cars, thermostats, baby
monitors—to the internet via embedded devices, seamless communication is possible between
people, processes, and things.

By means of low-cost computing, the cloud, big data, analytics, and mobile technologies, physical
things can share and collect data with minimal human intervention. In this hyper connected world,
digital systems can record, monitor, and adjust each interaction between connected things. The
physical world meets the digital world—and they cooperate

Technologies Used by IOT

e Access to low-cost, low-power sensor technology. Affordable and reliable sensors are
making loT technology possible for more manufacturers.

e Connectivity. A host of network protocols for the internet has made it easy to connect
sensors to the cloud and to other “things” for efficient data transfer.

e Cloud computing platforms. The increase in the availability of cloud platforms enables both
businesses and consumers to access the infrastructure they need to scale up without
actually having to manage it all.

¢ Machine learning and analytics. With advances in machine learning and analytics, along
with access to varied and vast amounts of data stored in the cloud, businesses can gather
insights faster and more easily. The emergence of these allied technologies continues to
push the boundaries of 10T and the data produced by loT also feeds these technologies.

e Conversational artificial intelligence (Al). Advances in neural networks have brought
natural-language processing (NLP) to loT devices (such as digital personal assistants Alexa,
Cortana, and Siri) and made them appealing, affordable, and viable for home use.



Industrial 10T

Industrial 10T (110T) refers to the application of IOT technology in industrial settings, especially with
respect to instrumentation and control of sensors and devices that engage cloud technologies.
Recently, industries have used machine-to-machine communication (M2M) to achieve wireless
automation and control. But with the emergence of cloud and allied technologies (such as analytics
and machine learning), industries can achieve a new automation layer and with it create new
revenue and business models. 10T is sometimes called the fourth wave of the industrial revolution,
or Industry 4.0. The following are some common uses for lIOT:

Smart manufacturing

Connected assets and preventive and predictive maintenance
Smart power grids

Smart cities

Connected logistics

Smart digital supply chains

Advantages of 10T

Improved Customer Engagement — Current analytics suffer from blind-spots and significant
flaws in accuracy; and as noted, engagement remains passive. 10T completely transforms
this to achieve richer and more effective engagement with audiences.

Technology Optimization — The same technologies and data which improve the customer
experience also improve device use, and aid in more potent improvements to technology.
loT unlocks a world of critical functional and field data.

Reduced Waste - loT makes areas of improvement clear. Current analytics give us
superficial insight, but loT provides real-world information leading to more effective
management of resources.

Enhanced Data Collection — Modern data collection suffers from its limitations and its
design for passive use. loT breaks it out of those spaces, and places it exactly where humans
really want to go to analyze our world. It allows an accurate picture of everything.

Disadvantages of I0T

Security - |oT creates an ecosystem of constantly connected devices communicating over
networks. The system offers little control despite any security measures. This leaves users
exposed to various kinds of attackers.

Privacy — The sophistication of |oT provides substantial personal data in extreme detail
without the user's active participation.

Complexity - Some find loT systems complicated in terms of design, deployment, and
maintenance given their use of multiple technologies and a large set of new enabling
technologies.



Flexibility - Many are concerned about the flexibility of an |oT system to integrate easily
with another. They worry about finding themselves with several conflicting or locked
systems.

Compliance - 10T, like any other technology in the realm of business, must comply with
regulations. Its complexity makes the issue of compliance seem incredibly challenging when
many consider standard software compliance a battle.

Applications of 10T
1. Smart Agriculture

Food is an integral part of life without which we cannot survive. However, it is an
unfortunate fact that a lot of food is wasted in developed countries like America while
people starve in poorer countries like Chad, Sudan, etc. One way to feed everyone is better
agricultural practices which can be enhanced using l0T. This can be done by first collecting
data for a farm such as soil quality, sunlight levels, seed type, rainfall density from various
sources like farm sensors, satellites, local weather stations, etc. and then using this data with
Machine Learning and loT to create custom recommendations for each farm that will
optimize the planting procedure, irrigation levels required, fertilizer amount, etc. All this will
result in better yield or crops with a focus on reducing world hunger in the future. 2. Smart
Vehicles

Smart vehicles or self-driving cars as they can be called are pretty dependent on loT. These
cars have a lot of features that are integrated with each other and need to communicate
such as the sensors that handle navigation, various antennas, controls for speeding or
slowing down, etc. Here the Internet of Things technology is critical especially in the sense
that self-driving cars need to be extremely accurate and all the parts need to communicate
with each other in milliseconds on the road. 140,000 cars.

3. Smart Home

Maybe the most famous application of 10T is in Smart Homes. After all, who hasn’t heard
about connecting all the home applications like lighting, air conditioners, locks, thermostat,
etc. into a single system that can be controlled from your smartphone! These loT devices are
becoming more and more popular these days because they allow you complete freedom to
personalize your home as you want. In fact, these 10T devices are so popular that every
second there are 127 new devices connected to the internet. Some popular ones that you
might have heard have, or even have in your home, include Google Home, Amazon Echo
Plus, Philips Hue Lighting System, etc. There are also all sorts of other inventions that you
can install in your home including Nest Smoke Alarm and Thermostat, Robot Air Quality
Monitor, August Smart Lock, etc.

4. Smart Pollution Control

Pollution is one of the biggest problems in most of the cities in the world. Sometimes it’s not
clear if we are inhaling oxygen or smog! In such a situation, 10T can be a big help in
controlling the pollution levels to more breathable standards. This can be done by collecting
the data related to city pollution like emissions from vehicles, pollen levels, airflow direction,
weather, traffic levels, etc using various sensors in combination with loT. Using this data,
Machine Learning algorithms can calculate pollution forecasts in different areas of the city



that inform city officials beforehand where the problems are going to occur. created by
IBM’s China Research Lab.

5. Smart Healthcare

There are many applications of 10T in the Healthcare Industry where doctors can monitor
patients remotely through a web of interconnected devices and machines without needing
to be in direct contact with them. This is very useful if the patients don’t have any serious
problems or if they have any infectious diseases like COVID-19 these days. One of the most
common uses of 10T in healthcare is using robots. These include surgical robots that can help
doctors in performing surgeries more efficiently with higher precision and control. There are
also disinfectant robots that can clean surfaces quickly and thoroughly using high-intensity
ultraviolet light (which is pretty useful these days!) Other types of robots also include
nursing robots that can handle the monotonous tasks that nurses have to perform for many
patients day in and day out where there is little risk to the patients.

6. Smart Cities

Cities can be made more efficient so that they require fewer resources and are more energy-
efficient. This can be done with a combination of sensors in different capacities all over the
city that can be used for various tasks ranging from managing the traffic, controlling
handling waste management, creating smart buildings, optimizing streetlights, etc.

7. Smart Retail

There is a way to make shopping even more exciting for customers and that’s to use the
latest tech like 10T of course! Retail stores can make use of loT in a wide range of operations
to make shopping a much smoother experience for customers and also easier for the
employees. loT can be used to handle the inventory, improve store operations, reduce
shoplifting and theft, and prevent long queues at the cashiers. A prime example of this is

the Amazon Go stores which provide an loT enabled shopping experience. These stores
monitor all their products using 10T so that customers can pick up any products and just walk
out of the store without stopping at the cashier’s queue. The total bill amount is
automatically deducted from the card associated with the customer’s Amazon account after
they leave the store.

Conclusion

These are only some applications of loT in the world that are the most popular. Actually,
there is no limit to the application of 10T, especially when it is combined with other
technologies like Machine Learning and Artificial Intelligence. This is especially true because
the declining hardware costs make it feasible to embed sensors in just about any device
imaginable thereby creating a connected loT network. loT has many applications in smart
energy creation, manufacturing, supply chain management, wildlife conservation, etc. And
maybe this expanding list of applications for loT will lead to a smart world after all!



