Digital Signature and its use

* We will discuss Simplified Depiction of Essential
elements of Digital Signature Process

* Public Key certificate for distribution of public key

SIMPLIFIED DEPICTION OF ESSENTIAL ELEMENTS OF DIGITAL SIGNATURE:
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Figure 13.2  Simplified Depiction of Essential Elements of Digital Signature Process

In situations where there is not complete trust between sender and receiver.
something more than authentication is needed. The most attractive solution to
this problem is the digital signature. The digital signature must have the following
properties:

= It must verify the author and the date and time of the signature.
= It must authenticate the contents at the time of the signature.
= It must be verifiable by third parties, to resolve disputes.

Thus, the digital signature function includes the authentication function.
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Figure 113 Simplified Examples of Digital Signatures

* The signature must be a bit pattern that depends on the message being
signed.

* The signature must use some information unique to the sender to prevent
both forgery and denial.

» It must be relatively easy to produce the digital signature.

» It must be relatively easy to recognize and verify the digital signature.

* It must be computationally infeasible to forge a digital signature, either by

constructing a new message for an existing digital signature or by constructing
a fraudulent digital signature for a given message.

» It must be practical to retain a copy of the digital signature in storage.

A secure hash function, embedded in a scheme such as that of Figure 13.2, provides
a basis for satisfying these requirements. However, care must be taken in the design
of the details of the scheme.

HASH FUNCTION:
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# A hash function maps a variable-length message into a fixed-length hash
value, or message digest.

Examples of some cryptographic hash functions are: MD5, SHA, SHA-1



Public key certificate For Distribution of Public key

certificates that can be used by participants to exchange keys without contacting a
public-key authority, in a way that is as reliable as if the keys were obtained
directly from a public-key authority. In essence, a certificate consists of a public
key. an identifier of the key owner, and the whole block signed by a trusted third
party. Typically, the third party is a certificate authority, such as a government
agency or a financial institution, that is trusted by the user community. A user can
present his or her public key to the authority in a secure manner and obtain a cer-
tificate. The user can then publish the certificate. Anyone needing this user’s pub-
lic key can obtain the certificate and verify that it is valid by way of the attached
trusted signature. A participant can also convey its key information to another by
transmitting its certificate. Other participants can verify that the certificate was
created by the authority. We can place the following requirements on this scheme:

1. Any participant can read a certificate to determine the name and public key of
the certificate’s owner.

Any participant can verify that the certificate originated from the certificate
authority and is not counterfeit.

3. Only the certificate authority can create and update certificates.

I

These requirements are satisfied by the original proposal in [KOHN78]. Denning
[DENNS3] added the following additional requirement:

4. Any participant can verify the currency of the certificate.

A certificate scheme is illustrated in Figure 14.12. Each participant applies to
the certificate authority, supplying a public key and requesting a certificate.
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Figure 14.12 Exchange of Public-Key Certificates




Application must be in person or by some form of secure authenticated communi-
cation. For participant A. the authority provides a certificate of the form

Cy = E(PR . [TI[ID4]|PU,))

where PR, is the private key used by the authority and 7 is a timestamp. A may
then pass this certificate on to any other participant, who reads and verifies the cer-
tificate as follows:

D{PUautha CA} = D[Fuaulh'- E(PRauihﬁ [T”IDA”PUH])} = (H|IDA||PU&)

The recipient uses the authority’s public key, PU, . to decrypt the certifi-
cate. Because the certificate is readable only using the authority’s public key, this
verifies that the certificate came from the certificate authority. The elements 1D ,
and PU, provide the recipient with the name and public key of the certificate’s
holder. The timestamp T validates the currency of the certificate. The timestamp
counters the following scenario. A’s private key is learned by an adversary. A gen-
erates a new private/public key pair and applies to the certificate authority for a
new certificate. Meanwhile, the adversary replays the old certificate to B. If B then
encrypts messages using the compromised old public key, the adversary can read
those messages.

In this context, the compromise of a private key is comparable to the loss of a
credit card. The owner cancels the credit card number but is at risk until all possible
communicants are aware that the old credit card is obsolete. Thus, the timestamp
serves as something like an expiration date. If a certificate is sufficiently old. it is
assumed to be expired.

One scheme has become universally accepted for formatting public-key cer-
tificates: the X.509 standard. X.509 certificates are used in most network security
applications, including IP security, transport layer security (TLS), and S/MIME,

14.4 X.509 CERTIFICATES

ITU-T recommendation X.509 is part of the X.500 series of recommendations that
define a directory service. The directory is, in effect, a server or distributed set of
servers that maintains a database of information about users. The information
includes a mapping from user name to network address, as well as other attributes
and information about the users.

X.509 defines a framework for the provision of authentication services by the
X.500 directory to its users. The directory may serve as a repository of public-key
certificates of the type discussed in Section 14.3. Each certificate contains the public
key of a user and is signed with the private key of a trusted certification authority. In
addition, X.509 defines alternative authentication protocols based on the use of
public-key certificates.

X.509 is an important standard because the certificate structure and authenti-
cation protocols defined in X.509 are used in a variety of contexts. For example, the




X.509 certificate format is used in S'/MIME (Chapter 18), IP Security (Chapter 19),
and SSL/TLS (Chapter 16).

X.509 was initially issued in 1988. The standard was subsequently revised
to address some of the security concerns documented in [TANS90] and
[MITC90]; a revised recommendation was issued in 1993. A third version was
issued in 1995 and revised in 2000.

X.509 is based on the use of public-key cryptography and digital signatures. The
standard does not dictate the use of a specific algorithm but recommends RSA. The dig-
ital signature scheme is assumed to require the use of a hash function. Again, the stan-
dard does not dictate a specific hash algorithm. The 1988 recommendation included the
description of a recommended hash algorithm: this algorithm has since been shown to
be insecure and was dropped from the 1993 recommendation. Figure 14.13 illustrates
the generation of a public-key certificate.

Certificates

The heart of the X.509 scheme is the public-key certificate associated with each
user. These user certificates are assumed to be created by some trusted certifica-
tion authority (CA) and placed in the directory by the CA or by the user. The
directory server itself is not responsible for the creation of public keys or for the
certification function: it merely provides an easily accessible location for users to
obtain certificates.

Figure 14.14a shows the general format of a certificate, which includes the fol-
lowing elements.
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Figure 14.14 X.509 Formats

* Version: Differentiates among successive versions of the certificate format; the
default is version 1. If the issuer unique identifier or subject unique identifier
are present, the value must be version 2. If one or more extensions are present,
the version must be version 3.

* Serial number: An integer value unique within the issuing CA that is unam-
biguously associated with this certificate.

* Signature algorithm identifier: The algorithm used to sign the certificate
together with any associated parameters. Because this information is
repeated in the signature field at the end of the certificate. this field has little,
if any, utility.

* Issuer name: X.500 is the name of the CA that created and signed this certificate.

* Period of validity: Consists of two dates: the first and last on which the certifi-
cate is valid.

* Subject name: The name of the user to whom this certificate refers. That is, this
certificate certifies the public key of the subject who holds the corresponding
private key.

* Subject’s public-key information: The public key of the subject, plus an identi-
fier of the algorithm for which this key is to be used. together with any associ-
ated parameters.

* Issuer unique identifier: An optional-bit string field used to identify uniquely
the issuing CA in the event the X.500 name has been reused for different entities.




* Subject unigque identifier: An optional-bit string field used to identify uniquely
the subject in the event the X.500 name has been reused for different entities.

+ Extensions: A set of one or more extension fields. Extensions were added in
version 3 and are discussed later in this section.

* Signature: Covers all of the other fields of the certificate: it contains the hash
code of the other fields encrypted with the CA’s private key. This field includes
the signature algorithm identifier.

The unique identifier fields were added in version 2 to handle the possible
reuse of subject and/or issuer names over time. These fields are rarely used.
The standard uses the following notation to define a certificate:

CA==A= =CA|V.S5N, AL CA, UCA, A, UA, Ap, T“":—
where

Y <= X== = the certificate of user X issued by certification authority Y

Y {I} = the signing of by Y. It consists of I with an encrypted hash
code appended
V = version of the certificate
SN = serial number of the certificate
Al = identifier of the algorithm used to sign the certificate
CA = name of certificate authority
UCA = optional unique identifier of the CA
A = name of user A
UA = optional unique identifier of the user A
Ap = public key of user A
TA = period of validity of the certificate

The CA signs the certificate with its private key. If the corresponding public
key is known to a user, then that user can verify that a certificate signed by the CA
is valid. This is the typical digital signature approach illustrated in Figure 13.2.




